Privacy & Cookies
To view our Cookie Policy, please click here.

Aerial Direct Privacy Policy
1. Introduction
1.1 We are committed to putting the privacy of our service users and website visitors
at the heart of everything we do.
1.2 This policy applies where we are acting as a data controller with respect to the
personal data of our website visitors, service users or prospective users; in other
words, where we determine the purposes and means of the processing of that
personal data.
1.3 By using our website and agreeing to this policy, you consent to our use of
cookies in accordance with the terms of this policy.
1.4 You can access privacy controls which affect how we will process your personal
data via your web browser. Most browsers allow you to refuse to accept cookies and
to delete cookies. The methods for doing so vary from browser to browser, and from
version to version. You can, however, obtain up-to-date information about controlling
your privacy via links for your suitable browser in our Cookie Policy.
1.5 In this policy, "we", "us" and "our" refer to Aerial Direct Limited. For more
information about us, see Section 8.
2. How we collect and use your personal data
2.1 In Section 2 we have set out:
(a) the general categories of personal data that we may process;
(b) in the case of personal data that we did not obtain directly from you, the source
and specific categories of that data;
(c) the purposes for which we may process personal data; and
(d) the legal bases of the processing.
2.2 We may process data about your use of our website and services ("usage data").
The usage data may include your IP address, geographical location, browser type
and version, operating system, referral source, length of visit, page views and
website navigation paths, as well as information about the timing, frequency and
pattern of your service use. The source of the usage data is Google’s analytics
tracking system. This usage data may be processed for the purposes of analysing
the use of the website and services. The legal basis for this processing is our
legitimate interests, namely monitoring and improving our website and services.

2.3 We may process your (“acquired data”). The acquired data will be minimised for
its purpose, including your business name and/or personal name, job title, job
description, mobile number, landline number, email address and relevant public
information. The sources of your acquired data are from credit reference agencies or
third-party UK direct marketing companies who are members of the Direct Marketing
Association and are subject to our internal compliance checks. These agencies
and/or companies can be disclosed upon request. This acquired data may be
processed for the purposes of marketing suitable services and/or products we may
offer. The legal basis for this processing is consent for individuals, or legitimate
interests for corporate subscribers.
2.4 We may process your account data ("account data"). The account data may
include your business name and/or personal name, date of birth, job description,
mobile number, landline number, email address and relevant public information. The
source of the account data is you. The account data may be processed for the
purposes of providing our services, operating our website, ensuring the security of
our website and services, maintaining back-ups of our databases and
communicating with you securely. The legal basis for this processing is the
performance of a contract between you and us and/or taking steps, at your request,
to enter into such a contract and the proper administration of the business and/or
website.
2.5 We may process your personal data that is provided in the course of the use of
our services ("service data"). The service data may include your name, address,
telephone number, email address, gender, date of birth, relationship status, interests
and hobbies, and employment details. The source of the service data is you or your
employer. The service data may be processed for the purposes of operating our
website, providing our services, ensuring the security of our website and services,
maintaining back-ups of our databases and communicating with you. The legal basis
for this processing is consent OR legitimate interests, namely the performance of a
contract between you and us and/or taking steps, at your request, to enter into such
a contract.
2.6 We may process information that you post for publication on our website or
through our services ("publication data"). The publication data may be processed for
the purposes of enabling such publication and administering our website and
services. The legal basis for this processing is consent, namely the proper
administration of our website and business OR the performance of a contract
between you and us and/or taking steps, at your request, to enter into such a
contract.
2.7 We may process information contained in any enquiry you submit to us regarding
goods and/or services we may offer ("enquiry data"). The enquiry data may be
processed for the purposes of offering, marketing and selling relevant services,
goods or employment to you. The legal basis for this processing is legitimate
interests.

2.8 We may process information relating to transactions, including purchases of
goods and services, that you enter into with us ("transaction data"). The transaction
data may include your name, address, telephone number, email address, profile
pictures, gender, date of birth, relationship status, residential status, interests,
hobbies, employment details, your card details and the transaction details. The
transaction data may be processed for the purpose of supplying the purchased
goods and services and keeping proper records of those transactions. The legal
basis for this processing is the performance of a contract between you and us and/or
taking steps, at your request, to enter into such a contract and our legitimate
interests, namely our interest in the proper administration of our website and
business and/or your interest in being provided the most relevant products and/or
services.
2.9 We may process information that you provide to us for the purpose of
subscribing to our email notifications and/or newsletters ("notification data"). The
notification data may be processed for the purposes of sending you relevant
notifications and/or newsletters. The legal basis for this processing is consent,
namely communicating updates and benefits surrounding products and ongoing
relevant services, which also support the performance of a contract between you and
us and/or taking steps, at your request, to enter into such a contract.
2.10 We may process information contained in or relating to any communication
between you and us ("correspondence data"). The correspondence data may include
the communication content and metadata associated with the relevant
communication. Our website may generate the metadata associated with
communications made using contact forms on the website. We will never actively
acquire personal sensitive information of any type, however we may hold this if
presented by you during any communication. The legal basis for this processing is
namely the protection and assertion of our legal rights, your legal rights and the legal
rights of others and the proper administration of our business, your services and
communications with users.
2.11 We may process information contained in call recordings. This data may include
anything set out in clause 2.3 and 2.4. The source of this data is from the individual.
This data may be processed for quality monitoring, training, compliance and security
purposes. We will never actively acquire personal sensitive information of any type;
however we may hold this if presented by you during any communication. The legal
basis for this processing is lawful, namely the protection and assertion of our legal
rights, your legal rights and the legal rights of others and the proper administration of
our business, your services and communications.
These recordings will only be used for the purposes specified in this policy.
2.12 We may process any of your personal data identified in this policy where
necessary for the establishment, exercise or defence of legal claims, whether in
court proceedings or in an administrative or out-of-court procedure. The legal basis
for this processing is our lawful, namely the protection and assertion of our legal
rights, your legal rights and the legal rights of others.

2.13 We may process any of your personal data identified in this policy where
necessary for the purposes of obtaining or maintaining insurance coverage,
managing risks, or obtaining professional advice. The legal basis for this processing
is our legitimate interests, namely the proper protection of our business against risks.
2.14 In addition to the specific purposes for which we may process your personal
data set out in this Section 2, we may also process any of your personal data where
such processing is necessary for compliance with a legal obligation to which we are
subject, or in order to protect your vital interests or the vital interests of another
natural person.
2.15 We do not actively request details about personal sensitive information,
including criminal personal data. However, it may be recorded if it is provided by you
(or a third party) as part of the quote for our service and /or administration process
whether through phone, email letter, or via a website, PDA, social media, online
chat, Short Message Service (SMS) and Instant messengers i.e. Whatsapp and
Facebook Messenger.
2.16 Please do not supply any other person's personal data to us, unless we prompt
you to do so.
3. Providing your personal data to others
3.1 We may disclose your personal data to any member of our group of companies
(this means our subsidiaries, our ultimate holding company and all its subsidiaries)
insofar as reasonably necessary for the purposes, and on the legal bases, set out in
this policy.
3.2 We may disclose your personal data to our insurers and/or professional advisers
insofar as reasonably necessary for the purposes of obtaining or maintaining
insurance coverage, managing risks, obtaining professional advice, or the
establishment, exercise or defence of legal claims, whether in court proceedings or
in an administrative or out-of-court procedure.
3.3 We may disclose your personal data to some of our suppliers identified below
insofar for the performance of a contract between you and us and/or taking steps, at
your request, to enter into such a contract.
(a) Telefonica O2 https://www.o2.co.uk/termsandconditions/privacy-policy
(b) Gamma Communications https://www.gamma.co.uk/privacy/
(c) Exertis https://www.exertis.co.uk/downloads/privacy_statement.pdf
(d) Data Select https://www.dataselect.com/privacy/
(e) CreditSafe UK https://www.creditsafe.com/gb/en/product/privacy-policy.html
(f) Henry Howard Finance No1 Limited http://www.henryhowardfinance.co.uk/dataprotection/
(g) Omni Capital Retail Finance Limited
http://www.omnicapitalretailfinance.co.uk/privacy-policy/
(h) BNP Paribas Limited http://www.bnpparibas.co.uk/en/legal-privacy/privacy-policy/
(i) Teamwork Help Desk https://www.teamwork.com/privacypolicy
(j) Live Chat Inc https://www.livechatinc.com/privacy-policy/

(k) Dotmailer Limited https://www.dotmailer.com/terms/privacy-policy/
(l) AWS https://aws.amazon.com/privacy/
(m) Corporate Mobile Recycling http://www.fonebank.com/privacy.aspx#privacy
(n) Supercover insurance services https://uatdocuments.markerstudygroup.com/media/1639/Supercover-PrivacyPolicy_v10_March-2018-Final.pdf
(o) Sage https://www.sage.com/company/privacy-notice-and-cookies
(p) Cardboardfish https://www.clxcommunications.com/data-protection-agreement/
(q) Tariffcom https://www.tariffcom.com/contact-us
(r) Survey Monkey https://www.surveymonkey.co.uk/mp/legal/privacy-policy/
(s) Barclays Merchant Services https://www.barclayscorporate.com/generalinfo/privacy-and-cookies.html
(t) Microsoft 365 https://products.office.com/en-gb/business/office-365-trust-centerprivacy
(u) Microsoft Azure https://privacy.microsoft.com/en-gb/privacystatement
(v) Postcode Anywhere https://www.pcapredict.com/privacy/
(w) Heart Internet https://www.heartinternet.uk/terms/heart-internet-privacystatement
(x) EasyNet https://www.interoute.com/privacy-policy
(Y) Silver Lining http://www.silver-lining.com/privacy_policy.html
(z) BT Wholesale
https://myoffice.bt.com/adhoc.aspx?id=338163&s_cid=btb_FURL_business/privacy
(aa) Voiceflex http://www.voiceflex.com/About/Legal
(ab) OSticket http://osticket.com/wiki/Project:Privacy_policy
(ac) Abzorb http://www.abzorb.co.uk/cookie-policy/
(ad) EBillz https://ebillz.com/index.shtml
(ae) Mayflex
https://www.mayflex.com/sites/default/files/downloads/mayflex_privacy_policy_0.pdf
(af) Novatech https://www.novatech.co.uk/privacyandsecurity.html
(ag) Oak Telecom http://www.oak.co.uk/CMS/Files/Service/privacypolicy.pdf
(ah) Tec Connect http://talktotec.co.uk/partners/
(ai) Timico https://www.timico.com/downloads/terms/DOC-18.1.12-3-privacy-policy3.0.pdf
(aj) Converged http://www.converged.co.uk/cookie-policy/
(ak) MaxContact http://www.maxcontact.com/privacy-policy/
(al) Zoho https://www.zoho.com/privacy.html
(am) Adobe https://www.adobe.com/uk/privacy/policies-business/esign.html
(an) Creditsafe https://www.creditsafe.com/gb/en/product/privacy-policy.html
(ao) Xirrus https://www.riverbed.com/gb/legal/privacy-policy.html
3.4 We may disclose your personal data to our subcontractors identified at
https://www.exertis.co.uk/ and/or https://www.converged.co.uk/ insofar as reasonably
necessary for the performance of a contract between you and us and/or taking steps,
at your request, to enter into such a contract.

3.5 Financial transactions relating to our website and services are handled by our
payment services provider, Barclays merchant services. We will share transactional
data with our payment services providers only to the extent necessary for the
purposes of processing your payments, refunding such payments and dealing with
complaints and queries relating to such payments and refunds. You can find
information about Barclays privacy policies and practices at
https://www.barclayscorporate.com/general-info/privacy-and-cookies.html.
3.6 We may disclose your enquiry data to one or more of those selected third party
suppliers of goods and services identified during negotiations for the purpose of
providing you with relevant goods and/or services. Each such third party will act as a
data controller in relation to the enquiry data that we supply to it; and upon
contacting you, each such third party will supply to you a copy of its own privacy
policy, which will govern that third party's use of your personal data.
3.7 In addition to the specific disclosures of personal data set out in this Section 3,
we may disclose your personal data where such disclosure is necessary for
compliance with a legal obligation to which we are subject, or in order to protect your
vital interests or the vital interests of another natural person. We may also disclose
your personal data where such disclosure is necessary for the establishment,
exercise or defence of legal claims, whether in court proceedings or in an
administrative or out-of-court procedure.
4. International transfers of your personal data
4.1 In this Section 4, we provide information about the circumstances in which your
personal data may be transferred to countries outside the European Economic Area
(EEA).
4.2 We and our other group companies have offices and facilities in United Kingdom
only at present. The European Commission has made an "adequacy decision" with
respect to the data protection laws of each of these countries. Should any future
transfers to countries outside the EEA be made, these countries will be protected by
appropriate safeguards, namely the use of standard data protection clauses adopted
or approved by the European Commission, a copy of which can be obtained from
http://data.europa.eu/eli/dec/2010/87/oj.
4.3 The hosting facilities for our website are situated in the United Kingdom. The
European Commission has made an "adequacy decision" with respect to the data
protection laws of each of these countries. Transfers to each of these countries will
be protected by appropriate safeguards, namely the use of standard data protection
clauses adopted or approved by the European Commission, a copy of which can be
obtained from http://data.europa.eu/eli/dec/2010/87/oj.
4.4 (“Enquiry data and account data”) is situated in the United Kingdom. The
European Commission has made an "adequacy decision" with respect to the data
protection laws of each of these countries. Transfers to outside of the EU will be
protected by appropriate safeguards, namely the use of standard data protection
clauses adopted or approved by the European Commission, a copy of which can be
obtained from http://data.europa.eu/eli/dec/2010/87/oj.

4.5 You acknowledge that personal data that you submit for publication through our
website or services may be available, via the internet, around the world. We cannot
prevent the use (or misuse) of such personal data by others.
5. Retaining and deleting personal data
5.1 Section 5 sets out our data retention policies and procedure, which are designed
to help ensure that we comply with our legal obligations in relation to the retention
and deletion of personal data.
5.2 Personal data that we process for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes.
5.3 We will retain your personal data as follows:
(a) personal data categories will be retained for a minimum period of six months
following the expiry or termination of services or contract, and for a maximum period
of 6 years following the expiry or termination of services or contract
5.4 In some cases it is not possible for us to specify in advance the periods for which
your personal data will be retained. In such cases, we will determine the period of
retention based on the following criteria:
(a) the retention period of (“acquired data”) will be determined by the terms and
conditions set out by relevant third party UK marketing agencies.
5.5 Notwithstanding the other provisions of this Section 5, we may retain your
personal data where such retention is necessary for compliance with a legal
obligation to which we are subject, or in order to protect your vital interests or the
vital interests of another natural person.
6. Amendments
6.1 We may update this policy from time to time by publishing a new version on our
website.
6.2 We recommend you check this page occasionally to ensure you are happy with
any changes to this policy.
6.3 We may also notify you of changes to this policy by email.
7. Your rights
7.1 In Section 7, we have summarised the rights that you have under data protection
law. Some of the rights are complex, and not all of the details have been included in
our summaries. Accordingly, you should read the relevant laws and guidance from
the regulatory authorities for a full explanation of these rights.

7.2 Your principal rights under data protection law are:
(a) the right to access;
(b) the right to rectification;
(c) the right to erasure;
(d) the right to restrict processing;
(e) the right to object to processing;
(f) the right to data portability;
(g) the right to complain to a supervisory authority; and
(h) the right to withdraw consent.
7.3 You have the right to: confirmation as to whether or not we process your
personal data and, where your personal data is processed. You also have the right
to have access to the personal data we share together with certain additional
information. That additional information includes details of the purposes of the
processing, the categories of personal data concerned and the recipients of the
personal data. Providing the rights and freedoms of others are not affected, we will
supply to you a copy of your personal data. The first copy will be provided free of
charge, but additional copies may be subject to a reasonable fee. For full information
regarding Aerial Direct’s Subject Access Request procedure, visit http://www.aerialdirect.co.uk/about-site/legal/general-data-protection-regulation/subject-accessrequest/.
7.4 You have the right to have any inaccurate personal data about you rectified and,
taking into account the purposes of the processing, to have any incomplete personal
data about you completed.
7.5 In some circumstances you have the right to the erasure of your personal data
without undue delay. Those circumstances include: the personal data no longer
necessary in relation to the purposes for which they were collected or otherwise
processed; you withdraw consent to consent-based processing; you object to the
processing under certain rules of applicable data protection law; the processing is for
direct marketing purposes; and the personal data have been unlawfully processed.
However, there are exclusions of the right to erasure. The general exclusions include
where processing is necessary for exercising the right of freedom of expression and
information; for compliance with a legal obligation; or for the establishment, exercise
or defence of legal claims.
7.6 In some circumstances you have the right to restrict the processing of your
personal data. Those circumstances are: you contest the accuracy of the personal
data; processing is unlawful but you oppose erasure; we no longer need the
personal data for the purposes of our processing, but you require personal data for
the establishment, exercise or defence of legal claims; and you have objected to
processing, pending the verification of that objection. Where processing has been
restricted on this basis, we may continue to store your personal data. However, we
will only otherwise process it: with your consent; for the establishment, exercise or
defence of legal claims; for the protection of the rights of another natural or legal
person; or for reasons of important public interest.

7.7 You have the right to object to our processing of your personal data on grounds
relating to your particular situation, but only to the extent that the legal basis for the
processing is that the processing is necessary for: the performance of a task carried
out in the public interest or in the exercise of any official authority vested in us; or the
purposes of the legitimate interests pursued by us or by a third party. If you make
such an objection, we will cease to process the personal data unless we can
demonstrate compelling legitimate grounds for the processing which override your
interests, rights and freedoms, or the processing is for the establishment, exercise or
defence of legal claims.
7.8 You have the right to object to our processing of your personal data for direct
marketing purposes; including profiling for direct marketing purposes. If you make
such an objection, we will cease to process your personal data for this purpose.
7.9 You have the right to object to our processing of your personal data for scientific
or research purposes or statistical purposes on grounds relating to your situation,
unless the processing is necessary for the performance of a task carried out for
reasons of public interest.
7.10 To the extent that the legal basis for our processing of your personal data is:
(a) consent; legitimate interest or
(b) that the processing is necessary for the performance of a contract to which you
are party or in order to take steps at your request prior to entering into a contract,
and such processing is carried out by automated means, you have the right to
receive your personal data from us in a structured, commonly used and machinereadable format. However, this right does not apply where it would adversely affect
the rights and freedoms of others.
7.11 If you consider that our processing of your personal data infringes data
protection laws, you have a legal right to lodge a complaint with a supervisory
authority responsible for data protection. The UK’s supervisory authority is the
Information Commissioners Office details of which can be found at www.ico.org.uk.
7.12 To the extent that the legal basis for our processing of your personal data is
consent, you have the right to withdraw that consent at any time. Withdrawal will not
affect the lawfulness of processing before the withdrawal.
7.13 You may exercise any of your rights in relation to your personal data by visiting
http://www.aerial-direct.co.uk/about-site/legal/general-data-protectionregulation/subject-access-request/ and following the guidelines we have produced in
addition to the other methods specified in Section 7.
8. Our details
8.1 We are registered in England and Wales under registration number 08043921,
and our registered office is at 1 Barnes Wallis Road, Fareham, Hampshire, PO15
5UA.

8.2 This website is owned and operated by Aerial Direct Limited, supported by
Damteq Solutions Ltd, registered in England and Wales under registration number
08398365, and the registered office is 1 Barnes Wallis Road, Fareham, Hampshire,
PO15 5UA, England.
8.3 Our principal place of business is at Aerial Direct, 1 Barnes Wallis Road,
Fareham, Hampshire, PO15 5UA
8.4 You can contact us:
(a) by post, to the postal address given above;
(b) using our website contact form;
(c) by telephone, on the contact number published on our website; or
(d) by email, using the email address published on our website.
9. Data protection enquiries
9.1 For all general enquiries relating to your personal data or anything related to this
privacy policy please email customer.services@aerial-direct.co.uk.

Cookies Policy
Cookies are small text files that are placed on to your computer by websites that you
visit. They are used to make websites work, to improve efficiency of websites, to
improve the user’s experience and to provide usage information on websites. This
information should make your website visits more productive by storing and using
information on your website preferences and habits.
Your web browser can choose whether or not to accept cookies. Most web browser
software is initially set up to accept them.
We may offer cookies to you; you should ensure that your web browser is set up to
not accept cookies if you do not wish to receive them. Please note, if you disable
cookies, some services or website functionality may not be available. For further
information about cookies and how to disable them please go to aboutcookies.org.
By continuing to use this site, you are accepting our use of these cookies that make
advertising and communications more relevant to you and your interests, and further
help us to improve the site. We use the following cookies:
•

•

•

Essential cookies. These are cookies that are required for the operation of
our website. They include, for example, cookies that enable you to log into
secure areas of our website, and to use online forms.
Analytical cookies. They allow us to recognise and count the number of
visitors. Also to see how visitors move around our website when they’re using
it. This helps us to improve the way our website works, for example, by
ensuring that users are finding what they are looking for easily.
Marketing cookies. These are used to recognise you when you return to our
website. This enables us to personalise our content for you, for example,
greet you by name and remember your preferences. These cookies also

record your visit to our website, the pages you have visited and the links you
have followed. We will use this information to make our website, the
advertising displayed on it and communications sent more relevant to your
interests.
Full list of cookies used:
Aerial Direct cookies
Full Description (i.e. what it
Full Tag (cookie) Name Lifespan
does)
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Analytics /
Marketing
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view of admin interface, and
wp-settings-time-4
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interface.
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wp-settings-4
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interface.
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Marketing
Google Analytics - Used to
_ga
2 Years
Analytics
distinguish users.
Google Analytics - Used to
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Session
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throttle request rate.
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_gac_UA-84915520- 1
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Analytics
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send data to Google
Analytics about the visitor's
collect
Session device and behaviour.
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Tracks the visitor across
devices and marketing
channels.
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1 Year

NID

6
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Session
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Session
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__lc.visitor_id

3 Years

3rdparty

Session

recent_window

Session

main_window_timestamp_0

Session

message_text

Session

common_iwcs_0
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__livechat_lastvisit

3 Years

__livechat
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main_window_timestamp

Session

notification[predicted_agent]

Session

notification[new_messages]

Session

Google Maps – Used to store
user preferences and
Analytics
information of Google maps
Google Maps – Used to store
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Analytics
information of Google maps
LiveChat - Checks if a visitor
Essential
gets the invitation
LiveChat – DdoS protection Essential
LiveChat - checks the chat
window state
Essential
(minimized/maximised)
LiveChat - Unique visitor's ID
These are both ourselves
and third party cookies used Essential
to provide the online chat
service
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browser's settings will allow
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pages
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communication between
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SERVERID_L – haproxy
amplitude_idlivechatinc.com,
_lc_vv, notification[status_ping]
ajs_user_id, ajs_anonymous_id,
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Session LiveChat - Our load balancer Essential
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2 Years

hubspotutk

Lu, sb, datr, fr

tr

Session LiveChat

Analytics

1 Year

Trustpilot - Review Tracking Analytics

2
Months

Trustpilot - Review Tracking Analytics

10 Years Trustpilot - Review Tracking Analytics
2 Years Trustpilot - Review Tracking Analytics

Session Trustpilot - Review Tracking Analytics

Hubspot - The main cookie
for tracking visitors.
Hubspot - This cookie is
10 Years used for to keep track of a
visitor's identity.
Facebook - If you have a
Facebook account, these
cookies will allow you to
share content on the Aerial
Direct site with your
Facebook contacts. You will
be also able to tell if you or
your Facebook friends 'Liked'
2 years any content on the Aerial
Direct site in the past. The
cookies will also send some
non personal data to
Facebook to gather
aggregate information on
how people interact with
websites that use the Like
button.
Facebook – Used to track
Session the actions people take on a
website.

Analytics
Analytics

Analytics

Analytics

__cfduid

recordID

dmSessionID
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The "__cfduid" cookie is set
by the CloudFare service to
identify trust web traffic. It
does not correspond to any
1 year
Essential
user id in the web
application, nor does the
cookie store any personally
identifiable information.
Dot mailer is our Email
marketing platform we use a
30 days cookie to track users to our Analytics
site from emails that we
send.
Dot mailer is our Email
marketing platform we use a
Session cookie to track users to our Analytics
site from emails that we
send.

